ISC2DE MINUTES 2/11/2021

Meeting date and time
e Thursday February 11
e Opened at 10 am by Mac

Attendees
Attendee names copied from Zoom windows:
e Mac McKosky
e Jim Chilcutt
e Ray Pompon
e Matthew Ng
e James Reed
e Jason Wright
e Chuck Obst
e Priscilla Vega
e Dennis Tapel
e Laura Viarengo
e Thomas Glenn
e Michael Raggo

Treasurer report
Presented by Matthew Ng
Beginning Balance: $1,522.61
Ending Balance: $1,346.90
Spending: $275.74 for Website hosting and domain renewals
Annual Dues: Received 4 payments
Dues are $25 per year
o Option1
=  Mail to Matthew
= Address: 602 Olde Field Drive, Magnolia, DE 19962
= Make checks payable to ISC2 Delaware Chapter
o Option 2
= PayPal
= Account: ISC2 Delaware Chapter
=  Email: treasurer@isc2de.org
e 2021 dues are now due
e Motion by Mac to approve Treasurer report
e Unanimous approval



Last meeting minutes
e Last month minutes read by Jim Chilcutt
e Reported we are submitting CPE credit for members who have attended
o Allthatis required is make sure secretary has your CISSP number
o Putitin chat or send to secretary@isc2de.org
o If we do not have your CISSP number you will need to submit your CPE request
yourself
Motion made by Jim accept minutes as posted on web site
Seconded by Mac
Accepted unanimously

Membership report

e 12 people on the Zoom meeting

Next Meeting location
e Meetings occur on the second Thursday of the second month of each quarter
e The next meeting will be Thursday May 13, 2021
e Format and location will be announced based on conditions at the time of the next
meeting

Old Business
e Commercialization of CISSP discussion
o Activities seem to be more commercialized
e Discussed requirements to upgrade ISC(2) logo on chapter web site to comply with new
standard
o No one really knew there was a new standard
o Matthew has applied the necessary updates.
e Annual ISC(2) survey has been submitted by Mac
o Survey contained 35 pages

New items
e Complements of Ray Pompon a report containing statistics on stolen credentials
o https://www.f5.com/labs/articles/threat-intelligence/2021-credential-stuffing-
report
e Community hub question from Matt
e Florida hack for water treatment facility was discussed
o Hackers changed chemical mix of the drinking water
o Hackers obtained credentials for remote control software and actually gained
access to the internal systems
o Remote control software installed to allow contractors to have access to internal
systems
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o Hack took advantage of an unsupported version of windows
e A major issue comes from making industrial control systems IP accessible and that level
of access was not available before
o Controls may not keep up with requirements
e Mac expressed that he misses the old “off the record” forums that used to be offered at
the old security
e Isransomeware still around?
o Ray Pompon reported it comes and goes
o Seemed to peak at the end of summer
o Some changes and some are more stealthy

Presentation Topic

e Part 2 of CloudKnox Cloud Breach Incident Response and Forensics by Mike Raggo from
CloudKnox

e Started at 11:00

Additional topics
e Officer meeting
o Brief officer meeting to address additional topics as needed
e No additional topics

Meeting ended
e Meeting adjourned at 11:34

Minutes submitted by Jim Chilcutt Secretary
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